As the Internet has grown in popularity and technological
advances have improved its availability in even the most
remote places on earth, so has its use in facilitating
illegal activities. Wildlife crime is no exception and today
illegal wildlife transactions facilitated by the Internet are
commonplace. To effectively combat this new trend,
wildlife officers must frequently use covert tactics to
infiltrate on-line networks and collect evidence against
wildlife violators. In cyberspace, however, illegal activity
can unfold quickly and transactions can be initiated,
negotiated, and closed within just a few hours or even
minutes. Accordingly, wildlife officers must he ahle to
react quickly and strike hefore evidence and subjects
disappear. Part of an effective wildlife cyber-crime
strategy involves understanding the myths, truths, and
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The Safety Concerns:

You have probably been cautioned
aboutnotusinggovernmentowned
computers orcomputers connected tothe
Internetthrough governmentservers for
covertInternetwork. Generally, it's good
advice. Theconcern,ofcourse,isthata
cyber-criminal willbe able to use your P
address oryourcomputerregistration
informationtoidentify youasalaw
enforcement officer. Thiscould
compromise your case and even your
personal safety.

However, purchasing cold computers
and cold high speed Internetservices can
be expensive and complicated sinceit
normally hasto be done outside the usual
billpayingmethods used by the
government. Bureaucratic necessities
canmakeitdifficultto getapproval orcan
delaythe purchase andinstallation of
appropriate undercoverequipment. Inthis
article, I'lldiscuss what | believe are some
ofthe myths aboutusing government
computerstodoundercoverworkoverthe
Internetand how | have attempted to verify
my opinions.

A True Story:

In 1989, when computers were quickly
gaining afootholdinAmericanbusiness
and publicuse ofthe Internetwasinits
infancy, we started to hear news stories
aboutviruses spreading tocomputer hard
drivesthrough floppydrives. Theregional
supervisorofthe private company | worked
foratthe time held an office-wide meeting
where he announced thatwe should be
sure tokeep all desktop computersin sepa-
raterooms andnever place themnextto
eachotherforanyreason. Bydoingthis,

he was confidentwe could avoid the trans-
mission ofany computerviruses. It'sfunny
now butatthetime he was very serious and
there were more than afew peopleinthe
roomwhothoughtitwas areasonable pre-
cautiontotake. Because somany people
are unfamiliarwith the technical workings
ofacomputer, its software, and Internet
connections, itis easy for half-truths and
mythstobe spread, grow,andbecome
more credible with every telling.

Separating Myth
from Reality:

1. Using your government computer or
government Internet server to covertly
visit a suspect website = High Risk
Concernsoverthisare nomyth. Thisis

where your|P address oryourcomputer's

registrationinformation can burnyour
undercoveridentity. Assume you suspect
awebsite ofillegally selling protected wild-
lifeand youwanttolook atthe website to
seewhatthey're selling. Youuseyourgov-
ernmentcomputerand government

Internetservertologonto

www.illegalwildlife.com. Usingsimple

tools, the ownerofthe website willbe able
toseethatsomeone atyouragency
accessed hiswebsite and he willbe able to
see exactlywhatpages anditemswere
looked at. Or,let'ssupposethatyoulog
ontoasuspect'swebsiteandthenusea
function builtinto the website tosendames-
sageore-mailtothe owner ofthe website
orsomeone else through the website.

There's avery good chance thatthe own-

ers ofthe website will be able toidentify you

asagovernmentagentthroughyourIP
addressand, possibly, through your com-
puterregistrationinformation.
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safety concerns that arise from covert Internet work.

2. Using your government computer or
government Internet server to send e-
mails to a suspect through a third party
e-mail provider = Low Risk / No Risk
It'samyth thatyouridentity willbe eas-

ily compromisedifyoudothis. Manylaw

enforcementofficers and their supervisors
areoverly concerned aboutthisandtend
tosay,"Well, I'mnotreally suresowe're
justgoingtouse cold computersand

Internetconnections foreverything." Gen-

erally, you can'tevergowrong beingoverly

cautious but, atthe sametime, ablanket
approach limits an undercover officer's
speed, flexibility and creativity. Plus,
depending onhow your officeis setup, you
may nothave the luxury of havinga cold
computerand cold Internetconnection set
upjustforyourcaseoratyourdesk. You
may have to gotoanotherphysicalloca-
tiontouse acold computerand Internet
connectionand you may have to share that
computerand line with other officers.

Inthe reality of day-to-day contacts with
suspects, itjustmightnotbefeasible to
always use acold computerand connec-
tions. Aslongasyouareusingareputable
third party e-mail provider, itis safe tosend
coverte-mails. Forexample,iflloginto
the coverte-mailaccount| previously set
up atwww.yahoo.com, lamusingthe

Yahoo owned computerserverstosende-

mailthroughthe Internet. My e-mailwillbe

addressedtothe suspectandwhen I click

"send",itwillbe senttoamain Yahoo

serverbeforeitis sentthrough the Internet

tothe suspect. Ifthe suspectattemptsto
trace the source ofthe e-mail, the closest
he cangettomewillbe aYahoo server
mostlikelylocated in the state orgeo-
graphicregionwhereI'mlocated. Ihave
taken many steps to verify thisinformation



andtotestmy securityonthisissue. Ifyou
have any concerns, youcandothesame. |
contacted several people familiar with com-
puters and Internet security and told them
thatlwould be sendingthemaseries ofe-
mails fromaYahoo accountname. | told
themthatone or more of the e-mails would
be sentfrom my governmentcomputer con-
nectedtoagovernmentinternetserver. |
challenged themto tellme which were sent
fromthe governmentequipment. Noone
could. Theclosestthey couldcomewasto
tellme thatmy e-mail originated froma
Yahoo serverin Southern California. One
importantcaveatis thatyoushould be care-
fulaboutdownloading any attachments
senttoyou viae-mailfromasuspect.
Attachments can carry viruses or Trojan

brings withitthe ability forthe suspectto
take apeekatyourcomputer. Ifyouare
engaged inrealtime communicationand
your suspectsends you adigitized photo of
thewildlifeitem he's trying to sell, it might
damage therelationshipifyoudon'timme-
diatelydownload and openthefile. Ifyou
decidetoengageinreal time communica-
tionwith asuspectwhile usingagovern-
mentcomputerorInternetconnection, be
ready to deal with this scenarioifitcomes
up— "Oh, canyoue-mailthattome?

The computerI'musingrightnow belongs
tomybossand|could getfired fordown-
loading attachments thataren'trelated to
work. Infact, he'dfire meifhe knewwe
were chatting rightnow. I'lldownloadit
laterand getbacktoyou."

canultimately jeopardize the case orcre-
ate safetyissuesinfuture meetings. A
smartsuspectwillalways be suspicious of
youand willtestyou to satisfy themselves
thatyou are notalaw enforcement officer.
Thefactthattheytestyou proves nothing
more thanthatare naturally suspicious.
Aswithallundercoveractivities, ourrisks
are calculated and we work to minimize
thembut, inthe end, risks mustbe takento
solve wildlife crimes and we are the men
andwomenwilling to take thoserisks.
When conductingundercover contacts
throughthe Internet, use yourbestjudg-
mentbutdon'tlimityourselforyouroptions
based onmythsandrumor. Ifyouhear
something aboutwhatyoucanorcan'tdo
while undercoverandit's notobvious or

Allundercover contacts with suspects, whetherinperson,

overthe phone, oroverthe Internet, have somerisk

associatedwiththem. Duringanin person meeting, there's

therisk of discovery and potential personal safetyissues.

horse programs that could sendinforma-

tionaboutyourcomputerback tothe sus-

pect. Accordingly, they should beisolated
andscanned priortoopening them.

3. Using a government computer or
government Internet server to interface
directly with a suspect in real time =
Moderate to High Risk.
DuringanundercoverInternetinvesti-

gationthere willbe many opportunities to

engage with one ormore suspectsinreal
timewhileusingthe Internet. Examples
include on-line chatting, instant
messaging, and voice over Internet proto-
col (VOIP)programs such as Skype. Any-
time you aredirectly interfacingwithasus-
pectontheweb, there'sariskthathe orshe
has the computer know-how or software to
dosome snooping. Thisriskis muchlower
ifyou're usingalarge and reputable third
party service provider. Forexample,
instantmessaging hostedby AOLorVOIP
hosted by Skypeislowerrisk since youare
using third party servers and software to
engageinthereal time communication.

However, always be onguard forinstant

messages that contain attachments orany-

time asuspectsendsyouafileviathereal
time conversation. Thefile he'ssending
couldinclude avirusor Trojan horse that

Network Your Own
Support:

There are many city, state, and federal
law enforcementagenciesinvolvedin
investigationsthatinclude covertInternet
work. Networkingwith these officers will
helpyougainabetterunderstanding of
whatisandis notpossibleontheweb. A
network ofinvestigators specifically
involved orinterestedin wildlife cyber-
crimeinvestigationsis available through
the Wildlife Cybercrime Enforcement
Group (WCEG), asecure special interest
group hosted by Law EnforcementOnline
atwww.leo.gov. The WCEG membership
includes state, federal, and foreign wildlife
law enforcement officers.

The Bottom Line:

The bottomline to all of this myth versus
reality is straightforward. Allundercover
contacts with suspects, whetherin person,
overthe phone, oroverthe Internet, have
somerisk associated withthem. During
aninpersonmeeting, there's therisk of dis-
covery and potential personal safety
issues. On-lineoronthe phone, there's
therisk of suspicion ordiscovery, which
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youdon'tunderstand the technical
aspects ofit, ask questions and test the
truth of the statementbefore abandoning
yourmostlogical and preferred avenue of
attack. Asasupervisorofofficers conduct-
ing Internetinvestigations, avoid reaching
premature conclusions. Testyour
assumptions, realistically balance the
risks, trustyour officers' judgment, and
thenturnyourinvestigatorsloose onthose
thatwould destroy our wildlife with the click
ofamouse.

/Be safe outthere!
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